
Enhance Cyber Transparency With A Cyber Range 

On March 15, 2022, the Cybersecurity 
Incident Reporting for Critical Infrastructures 
Act of 2022 was signed into law. Proposed 
disclosure requirements for public companies 
include:

• Significant cyber incidents would have to  
 be officially reported.
• Update disclosure on previously reported  
 cyber incidents.
• Describe policies and procedures for cyber  
 risk management, including if cybersecurity  
 is part of business strategy.
• Disclose the board’s oversight of cyber risk,  
 management’s role in assessing cyber risk  
 and implementing policies, procedures, and  
 strategies.
• Report on the board and management’s   
 cybersecurity expertise. 

By definition, public companies are held to a higher level of transparency than their private counterparts. Due to 
their accountability to the shareholders, public companies must file a quarterly financial report with the Security and 
Exchange Commission (SEC). Public companies must look out for the shareholder’s best interests, especially by 
mitigating organizational risk. Traditionally, this has meant financial risk, but in their new disclosure rules, the SEC 
has officially recognized the unique risks posed by inadequate cybersecurity policies. 

SECURE WITH CONFIDENCE

DATA SHEET 

Use Transparency as a Competitive Differentiator
The best way to defend against a future breach is to always prac-
tice good cybersecurity hygiene and strengthen your defenses 
now. To take a proactive cybersecurity posture in future SEC filings, 
executive leadership should focus on the understanding that their 
risks are covered and that their people, process, and technology 
investments are optimized to defend the organization. Companies 
can take several concrete steps to proactively prepare their cyber-
security posture for the new SEC rules.

1  Update cybersecurity policies and procedures.

2  Reassess the board oversight system.

3   Enhance cybersecurity training for personnel.

4   Minimize the risk of a breach. 

of CEOs globally are 
concerned or extremely 
concerned about 
cyber threats, making 
cyber the top threat to 
revenue growth.

49% 
board of directors 
members said they 
understand their 
company’s cyber 
vulnerabilities.

33% 
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Enhance Cyber Transparency with a Cyber Range

SimSpace Cyber Force Platform 
Features
 • Open, customizable, high-fidelity platform
 • Pre-built, industry-specific network templates – hybrid, cloud,  
  ICS, and SCADA
 • Library of elite special forces-level training content, including  
  APTs, insider threats, and zero-day attacks
 • Advanced user emulation for more realistic assessments
  • Support for top open-source and commercial cybersecurity  
  products
 • Data-driven product evaluation and tech-stack optimization
 • Insights from our Enhanced Professional Services team
 • Maps to NICE 3.0, MITRE ATT&CK, and other regulatory 
  frameworks 
 

Why SimSpace?
 
The world’s most advanced commercial cyber range powers the 
SimSpace Cyber Force Platform, which provides everything needed 
to keep your people, processes, and technology operating at peak 
performance. You can see how your cyber defenses will respond 
to attacks with hyper-realistic simulated environments. That means 
you can optimize and consolidate your tech stack, build better 
training programs, perform more effective candidate evaluations, 
and leverage actionable insights to make more informed business 
decisions. 

World’s most realistic cyber range

Trusted by 5 of the top 10 US banks

Chosen by the US Cyber Command

40% reduction in configuration-related breaches

45% improvement in attack defense

48% improvement in time to detect attacks

The best way to defend 
against a future breach is 
to always practice good 
cybersecurity hygiene and 
strengthen your defenses 
now.


